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Castleman Healthcare Ltd. 
EMAIL AND INTERNET USAGE POLICY              

1 Introduction

1.1 Castleman Healthcare Ltd. recognises the value of the Internet and Email as valuable resources and wishes to encourage use of these facilities to develop the skills and knowledge of its workforce to benefit its business objectives.

1.2 The wide range of information available on the Internet and the nature of the Internet and Email raises concerns about security, confidentiality and proper conduct. This document contains the policy statements to which Practice employees must abide in order to protect the Practice and its staff.

1.3 This Policy should be considered with the following relevant documents:

· Data Protection Policy

· Policy for the Retention of Records 
1.4 Legislation

There following legislation/guidelines govern the transmission of electronic information and the monitoring of activity which organisations may undertake:

· The Post Office Act (1953)

· Obscene Publications Act (1959/1964)

· The Race Relations Act (1976)

· The Protection of Children Act (1978)

· Telecommunications Act (1984)

· The Criminal Justice Act (1988)

· The Computer Misuse Act (1990)

· The Human Rights Act (1998)

· Copyright (Designs and Patents Act, 1988) as amended by the Copyright (Computer Programs) Regulations 1992.

· Data Protection Act (2018)

· The General Data Protection Regulation (2016)

· The Regulation of Investigatory Powers Act (2000)

· The Telecommunications (Lawful Business Practice)(Interception of Communications) Regulations 2000

· Employment Practices Data Protection Code – Part 3, Monitoring at Work (Information Commissioner)

· The Freedom of Information Act (2000)

All practice policies and guidelines conform to the above.

1.5 This policy has a number of appendices:

· Appendix A is advice for managers and clinicians who are considering e-mailing patients;

· Appendix B is “Dos and Don’ts” advice for staff on using e-mail and internet;

· Appendix C is advice for staff on using e-mail efficiently;

2. Scope

2.1. This policy applies to all members of staff employed by the practice. It also applies to honorary contract holders, secondees, locum staff, bank staff, voluntary workers and agency staff using the resources of the Practice, as well as contractors and any others working on behalf of the practice.

2.2 
Managers at all levels are responsible for ensuring that their staff are aware of and adhere to this policy.

3. Roles and Responsibilities

3.1 
The IG lead is responsible for this Policy. Managers are responsible for maintaining awareness of the Policy. All persons using the practice systems (see 2.1.) are responsible for adhering to the Policy.

4. Policy Statements

4.1 E-mail and internet are available to staff for appropriate limited personal use only.

4.2 The Practice has the right to monitor and record staff usage of the e-mail and internet facilities to ensure compliance with this Policy.

4.3 Where there is apparent cause for concern at an employee’s use of the e-technology facility the agreed process will be pursued which shall include the obtaining of records through the practice manager

4.4 Personal email accounts (such as Hotmail and Doctors.net) are insecure and must not be used to conduct Practice business or transmit or receive Patient Confidential data, or any email that contained Personal identifiable data or any data that could identify an individual. Sensitive or patient-identifiable information must not be forwarded to Practice accounts. See 4.12.

4.5 E-mail and web site publishing have the same legal status as written documents; therefore staff must take care to ensure that facilities are used legally and avoid (for example) defamation, breach of copyright, breach of confidence etc. Staff must also write e-mails in the same courteous manner as letters and documents which are printed. Staff must also be aware that any or all e-mails can be required as evidence in a court of law.

4.6 Practice facilities must not be used in a way which would breach the Computer Misuse Act 1990, for example, hacking (such as logging onto another employee’s email account), virus transmission or unauthorised access to systems.
4.7 Staff must not transmit or intentionally access any material which is (or participate in any social chatroom or internet community whose subject matter is) unlawful or which is or could reasonably be deemed to be, objectionable or likely to cause offence to the
public at large.

Generally, this will include material which is potentially libelous, pornographic, sexually explicit, relating to controlled drugs, dating or gambling or which contains offensive material relating to gender, sex, race, sexual orientation, bullying, religious or political convictions or disability. This also includes incitement of hatred and violence or any activity which contravene the Practice’s Policies including Equal Opportunities Policy (DMS article number 13739) and Dignity at Work (DMS article number 13653).

Staff must be aware that whilst the immediate recipient may not find a transmission to be offensive or objectionable the transmission may well be forwarded to a wider audience which may do so.

4.8 The Practice will restrict access to the type of site mentioned in 4.8 above, and to other sites deemed unsuitable such as social networking sites so as to prevent accidental access.

4.9 Users must not download, distribute or install software not supported by the Practices IM&T Supplier

4.10 Password management is the responsibility of the employee. Passwords must never be shared, written down or left close to a terminal or PC, and should not easily be guessable.

Under no circumstances must patient identifiable or confidential data to be sent elsewhere in the NHS or over the internet unencrypted. The NHS Mail system2 is a secure (encrypted) e-mail system which can be used for sending patient identifiable or personal information, but only to another NHS Mail account (or secure e-mail system – see the Information Security pages on Insite for a full list).

4.11  Staff are expected to use the Practice email system for Practice business only, and any personal use must be severely limited.  Staff using the Practice’s e-mail facility for their personal messages should use the “Personal” sensitivity from the view, option button on the toolbar to protect the privacy of their communications. Personal emails should be deleted once they have been read.

4.13
Staff are responsible for managing their own personal mailboxes (and any departmental multi-user email inboxes they have access to) in accordance with the Practice’s Policy for the Retention of Records.
4.14
Staff must be aware that all e-mails are potentially subject to disclosure under the Freedom of Information Act or the Data Protection legislation and to modify their content and language as appropriate for a professional environment.
4.15

The Practice may forward details of e-mail account holders to the appropriate body for Inclusion in the national (NHS) e-mail system (NHS Mail).

4.16    The Practice restricts e-mail messages to 10Mb.

4.17
The Practice will communicate with patients via insecure e-mail systems when the patient has consented to using e-mail. See Appendix A.
5. Training and Awareness

5.1 Online training for NHSMail and Outlook can be obtained from the Microsoft NHS Resource Centre3.

5.2 The policy statements (above) will be sent to new users via e-mail when the network account is set up.

6. Review

6.1   This policy will be reviewed bi-annually (or as may otherwise be more frequently required) by the practice. Changes to the policy may also be made due to changes in legislation, technology or NHS guidance.

7. Compliance and monitoring

7.1 The software which is used to restrict access to sites also logs internet traffic. Logs will be analysed to report on the Practice’s internet usage. Suspicious behaviour or what appears to be exceptionally high usage will be investigated.

7.2 Software that monitors the content of e-mails to ensure compliance with Practice policy is used at the practice and emails that contain profane or abusive language will be blocked.  Users will be notified and logs of blocked emails are kept by the Practice IM&T supplier.
Appendix A
E-mailing patients

A1.
Introduction

The Department of Health (DoH) position is quite clear on the requirement to secure patient data which is transmitted electronically.

“The movement of unencrypted person identifiable data held in electronic format should not be allowed in the NHS”4. This includes the use of e-mail to transmit patient data within and outside of the NHS.

This policy outlines the Practice position on e-mailing clinical information to patients.

A2.
Background

DoH guidance, Practice Policy and the Data Protection legislation requires the Practice to handle patient’s information securely. As noted above information which is transferred between NHS organisations and between the NHS and third party requires encryption.

However, there is a significant difference between using insecure e-mail to transfer data about a patient (over which the patient has no knowledge) and using insecure e-mail to communicate with a patient when the patient has had the opportunity to make an informed choice to use e-mail.

Patient consent to using e-mail as a communication method must be sought before patients are e-mailed.

A3.
Considerations before using e-mail as a communication channel

· You should consider the sensitivity of the information to be sent and if e-mail is the most appropriate communication method.
· E-mail is an informal communication method. Is the information going to be less clear and open to misinterpretation than if the information was sent by letter?
· The Practice e-mail system and NHSMail are not suitable for holding medical records, therefore clinical information must be held in the patient notes or as part of an existing electronic system. New repositories of patient information must not be created for holding e-mails which have been sent to patients.
· To use e-mail the patient must be over 16 years of age and have capacity.
· The patient must be informed that e-mail is not secure (see A5) and the patient must consent to having understood the risk.
· Information about a patient must not be sent via insecure e-mail to a relative or carer without the consent of the patient (unless the relative or carer is a legally designated decision maker).
· Services should be provided through a shared mailbox to which a number of people have access to ensure continuity when staff leave, sickness etc.
A4.
Responsibility

Responsibility for adherence to this policy and with the management and use of shared mailboxes lies with the practice

A5.
Security of e-mail

This advice is posted on the Practices web site (under Terms and Conditions section 7). Patients should be made aware that e-mail is insecure before the Practice agrees to send confidential data via e-mail.

The security of e-mail
There are a number of potential risks when using e-mail of which users should be aware. This is a non-technical (and very simplified) explanation of some of the confidentiality risks which exist.

Issues with e-mail

When you send an e-mail message, the message is sent in clear text, so anyone can read the content.

It is unlikely that the message you send will go straight to the computer from where it will be read. The message will be sent to a computer nearer to its final destination like a sequence of post boxes. Each time the e-mail goes through a post box, a copy remains in the post box. Because of the way the internet works, it is impossible to know how many post boxes the e- mail will go through on its journey. See figure 1.
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In figure 1, the message remains in post boxes (1) and (2) until the owners of those post boxes delete the message, even if the sender and receiver delete the message. So anyone who gains access to the post box has access to your e-mail message.

Many e-mail systems will also send your username and password at the start of your with the contents of your e-mail.

There are other risks including:

· E-mail may be sent to the wrong address by any sender or receiver;
· E-mail is easier to forge than handwritten or signed papers;
· E-mail can be intercepted, altered, forwarded, or used without detection or authorisation;
· E-mail delivery is not guaranteed.
These are potential problems of which you should be aware, however, e-mail is convenient and used by millions of people every day.

Advice to staff and patients

· E-mail has been likened to sending a post card. Our advice is do not put anything in an e-mail if you are concerned about someone else seeing it.
· There is no guarantee of delivery, or delivery time, when using e-mail so do not use it in cases of emergency.
· It is your responsibility to follow up with the Practice if you have not received a response to your e-mail within a reasonable period of time.
· If you have asked the Practice to communicate with you via e-mail it is your responsibility to advise the Practice of any change of e-mail address. You may withdraw your consent for the Practice to communicate with you via e-mail at any time.
· You should be aware that if you share your computer it may be possible for other people to be able to see emails you have sent or sites you have visited on the Internet, as your computer keeps a record of these.
· To protect against viruses and SPAM we ask that attachments are not included within emails to THE PRACTICE, unless the recipient has arranged this and is expecting to receive one. If we suspect your email contains these, we may delete it without opening to prevent any damage to the Practice systems and services.
Appendix B  

Dos and Don’ts concerning the use of Email and the Internet 
Do remember that emails have the same standing in law as other written communication and can be released under Freedom of Information and Data Protection legislation or to a court of law.

Do use distribution lists, especially when sending emails which may contain personal or commercially sensitive information.

Do apply common email etiquette when composing messages, e.g.

· The inappropriate use of CAPITALS is considered to be aggressive
· Standard (Arial or Times New Roman) fonts in an appropriate size should be used.
· Excessive use of acronyms and mobile phone “text speak” should be avoided.
Do remember that the Internet is, to a great extent, uncontrolled and so information held on it must be treated with care and not automatically accepted as accurate and/or correct.

Do take great care when entering personal details on websites.
There is no  guarantee that any information entered is not visible to individuals other than the expected recipient.

Do use e-mail and internet facilities for limited personal use only 

Do use the BCC (blind copy) facility if you do not want all recipients on a distribution list to know who else has received an e-mail.

Do use “out of office replies” 

Do send personal and confidential information safely.

Don’t initiate or forward “spam” emails. Delete e-mails you consider “suspicious”.

Don’t attempt to download and install software from the Internet onto Practice computing equipment.

Don’t send or forward emails which may be reasonably deemed to be objectionable or likely to cause offence to the public at large.



